Content Regulations From Gender and Development Perspectives
Panel at the Internet Governance Forum

Some Thoughts & Suggestions for the Next Steps
By Mavic Cabrera-Balleza

The APC Women's Networking Support Programme organized the panel discussion “Content
regulations from gender and development perspective” at the first Internet Governance Forum
held in Athens, Greece from 30 October to 02 November, 2006. The panel discussion which falls
under the Security theme of the IGF was the only one—out of a total of 46 workshops, panel and
plenary discussions—that aimed to incorporate a gender perspective into IGF discussions.

The objectives of the panel discussion were to explore existing online content regulation
frameworks and assess their impact from gender and development perspectives in the context of
violence against women. It also aimed to enable concrete dialogue between members of the
private sector who develop and/or implement self-regulating policies and technological
tools/solution, and women's advocates that conduct impact assessment and employ strategies to
address related issues.

Specifically, the speakers were asked to address the following questions:

1. Who is involved in the development of content regulation policies?

2. How do content regulation policies facilitate or impede access to information and
knowledge and empower or dis-empower those they seek to 'protect'?

3. What are the roles and responsibilities of different stakeholders in the development,
implementation and monitoring of policies?

4. What are the issues and concerns for those actors who are either voluntarily, or by
legislation, implementing content regulation policies?

5. What is the impact of ‘exporting’ content regulation policies to other countries?

Were the objectives met?

I will start by examining if the objectives were met. The objective of creating a venue for
dialogue among different stakeholders on the issue of content regulation was met to some extent.
The workshop brought together Hanne Sophie Greve, a former member of the judiciary in
Norway and a human rights advocate; Malcolm Hutty, the Head of Public Affairs at the London
Internet Exchange (LINX <www.linx.net>), an internet exchange point; Namita Malhotra, an
academic and a legal researcher at the Alternative Law Forum in Bangalore, India; and Michael
Silber of the Wireless Application Service Providers' Association (WASPA) in the Republic of
South Africa. The panel was moderated by Natasha Primo, Executive Director of Women’s Net
Africa and Chairperson of the Board of APC.

In terms of exploring existing online content regulation frameworks and assessing their impact in
the context of violence against women, I would say that the panel did not exactly hit the target.
The speakers alluded to ‘no regulation’ as a regulatory framework but they did not analyze this in
comparison with other content regulation frameworks being used currently. Future discussions on
this issue should identify and analyze existing internet content regulation frameworks such as
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those presented by academic Eli Noam in the paper The Impact of Convergence: Will Telecoms-
Style Regulation Replace the Established Broadcasting Model? Noam presents four frameworks
including the Internet centric- zero or (no regulation) regulation and the telecom—centric
regulation. Noam explains that one of the principles of regulatory enforcement is that it is most
efficient and easiest to regulate the least mobile and least elastic elements such as land, and
similar physical goods because they cannot go away and cannot go offshore. [It goes without
saying then that information will be difficult to regulate because of its fluid nature and the
extremely mobile tools used in their production and distribution.] Noam poses the question: ”Are
we really seeking government protection? Barely a decade ago, the internet’s pioneers declared in
their 1994 Charter for the Internet Liberties: Government leave us alone, we did not call you, we
don’t need you. Today, the internet community is seeking under the heading of net neutrality the
policy that dares not speak its name —that look very much like telecom common carrier regulation
for broadband.”

The issue of ‘clean-feed' and other filtering based systems, and their degree of 'success' as
determined by the extent to which all affected stakeholders—e.g., women and children and other
vulnerable groups—have been engaged in policy development and deployment was not
adequately discussed in the panel either. The absence of intended beneficiaries —e.g., women and
children and other vulnerable groups was affirmed by both panelists and audience members but
was not further explored why. Neither was there a discussion on lessons learned from the used of
technological tools for internet content regulation. It would have been interesting to have
someone in the panel presenting a case study on this issue.

One valuable insight that was provided by panelist Namita Malhotra as a reaction to the point I
raised regarding the effort of the Catholic church in the Philippines to filter online content was
the risk of missing out on valuable information on reproductive rights.

Reacting to the discussion on the dangers of compromising freedom of expression and gender
equality principles when internet content is regulated, some audience members shared their
experiences in media education. They believe that educating women, children and other
vulnerable groups is still the way to go. This is consistent with the active audience models in
media studies which suggest that there is a decoding process going on among the active audience
who are not simply using the media (the internet in this case) for gratification purposes. ... These
active audience models are based on a simple idea that no text has one meaning. The meaning has
to be extracted (decoded) by the receiver based on the idea that reality is socially constructed. (S-
cool Material Preparation, n.d.). In other words, the audience may agree with what they see
online, they may refine some of the information or they may reject it for cultural, political or
ideological reasons.

Other outcomes of the discussion

The panelists and the audience members arrived at the following assumptions, observations and
generalizations wherein [ also add my own reactions:

1. The concept of illegal content is fixed. This means there are existing laws that are
enforced within a particular context. In many countries, there are national or state laws
against smut, pornography, defamation, libel, etc.

2. Harmful content is relative, and the borderlines between harmful and non-harmful
content are very slippery. Harmful content is subject to interpretation based on socio-
political and cultural contexts and location. The question then is: can we agree on the
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universally harmful categories or types of content?

Censorship and any other action to regulate content that is sexually explicit or political
turns into an invitation to greater discourse and often leads to its greater promotion.
Numerous examples of media productions from around the world that have been
censored or classified as harmful or dangerous invited greater curiosity and drew in
massive audiences.

By enforcing content regulation, we are handing over the decision making over what is
harmful content to the state.

Internet Service Providers (ISPs) are pushed to take on a controlling role over the
network by companies, by parents and regulators. However some ISPs think they should
be subject to regulation because they have little knowledge about the content that goes
through their networks. The participants at this panel discussion threw caution on putting
content regulation in place. According to them, it is critical to identify who will enforce
the regulation. They agreed that regulation should be placed on content producers or
content viewers. Basically, this is self-regulation. However, it was not deliberated further
during the panel. I suggest that future discussions on self-regulation should cover
practical examples of capacity building initiatives and discussion of guiding principles.

It is better to educate than to censor. Educating children and other vulnerable groups
about the risks and benefits of using the internet is better than exercising censorship.
(Please see earlier point on the dangers of compromising freedom of expression and
gender equality principles when internet content is regulated.) It is important to take note
of who is providing media education (in this case, the medium is the internet) because
media education or media literacy groups also come with their specific agenda. Media
education/media literacy projects are initiated by different organizations including
academic institutions, women’s groups, NGOs, family support groups, parent-teachers
associations, media organizations and faith-based groups.

Suggested follow-up actions

Below are the next steps suggested by the panelists and audience members:

1.

Enable concrete dialogue between members of the private sector, women's advocates that
conduct impact assessment and employ strategies to address related issues.

Define who should intervene in what type/level of harmful content—should it be the
parents, the school, or the government?

Provide people with the most complete information about the content to enable them to
decide or install their own filters.

Engage all affected stakeholders in policy development including the groups which are
deemed to benefit from such systems — women and children

Essentially, the suggestions are a call to the panel organizers and other concerned groups to do
more of the same but make sure to engage more women and come up with more concrete
information, analysis, and a clear course of action. I would also like to note that among the
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panelists, it was only Namita Malhotra who spoke from a gender perspective. Since I am also
working on gender and ICT issues, I do understand the difficulty of finding and bringing in more
resource persons who can speak from a gender perspective on this issue. My suggestion in this
regard is to go beyond our usual networks and expand our base of gender and ICT advocates and
experts. For example, the Our Media Network, an international network and forum of media
activists and communication scholars has members who are likewise examining the issue of
content regulation. Other networks with whom APC WNSP could explore partnership with are
the International Association for Media and Communication Research, International
Communication Association, and the Asian Media Information and Communication Centre.

Approaches and tools that need to be continuously examined in relation to internet content
regulation

1. Codes of conduct — Because of the blurring of the boundaries between the new and the
more established media—particularly with the internet becoming a platform for most of
mass media, future discussions on online content regulation should explore the
formulation of codes of conduct for content producers. As they do for print, broadcast,
and audio-visual media, codes of conduct lay down the basic principles against which the
content producer’s output can be judged by others. Codes of conduct also serve as guide
posts for the acceptable methods of gathering and presenting information.

There are key questions that need to be asked regarding codes of conduct:

i.  How do you ensure the active participation of content producers in the
formulation of the codes? With the massive number of online content producers,
this seems impossible. However, this is crucial in ensuring that they embrace the
principles behind the codes of conduct and fully subscribe to them.

ii. How do you ensure that the codes are enforced? This is a persistent problem with
the more established media mainly because the sanctions are not clear and in
cases that they are, they are so weak and not proportionate to the violations
committed.

It would be interesting to study the expereince in Australia. The Internet Industry
Association (IIA) Content Regulation Code of Practice was approved by the Australian
Broadcasting Authority on 27 May 2005. While compliance with the Code is voluntary
according to the Commonwealth Internet Censorship Legislation, the legislation also
empowers the Australian Communications and Media Authority (ACMA) to direct any
ISP to comply with the Code on threat of fines of AUD$27,500 per day. The ACMA is
empowered to develop and mandate an "Industry Standard" if a registered Code of
Practice is found to be deficient. The Code requires ISPs to take-down content from their
web site on order from the ACMA. This system of censoring Internet users' speech is
referred to by the government and IIA as "co-regulation". The Code also includes
safeguards for content delivered to mobile devices (cellular phones) (Internet Industry
Codes of Practice — Australia, nd.) source: http://libertus.net/censor/govcoreg.html

Another important question to ask is how effective a code of conduct would be when
you’re talking of cross-border content regulation? I was actively involved in efforts to
develop regional media codes of conduct in Asia and the Pacific and after a series of
workshops and consultations across the region, we concluded that a regional code will
not be viable because of socio-cultural and political diversity and specificities.
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2. Classification of content — The aborted .xxx domain that would have required all
commercial websites with sexually explicit content or material "harmful to minors" to
move to the .xxx domain was one attempt to classify content online. The proposal to
create this domain elicited considerable controversy. On one side were conservative
groups campaigning against the domain due to concerns that it would legitimize
pornography. On the other were advocates who claimed that it would make it easier for
web users to avoid pornographic content.

At the moment, discussions on the .xxx domain may be considered moot because in May
2006, the Internet Corporation for Assigned Names and Numbers (ICANN) Board of
Directors voted against the proposal to create this domain for adult web sites. However,
even after the decision to trash the .xxx domain was made, the question “what constitutes
sexually explicit content” remains. A website that features artworks that depict nudity for
example, can be labeled pornographic.

Australia’s experience in internet classification would be interesting to look at. In a media
release on 21 August 2002, Senator Richard Alston claimed that the internet has been
made safer as a result of the Commonwealth Government's Internet censorship regime...
[However, Electronic Frontiers Australia Inc. (EFA), a non-profit national
organisation representing Internet users concerned with on-line freedoms and rights]
contends that there is no evidence to support the claim. [EFA maintains that] the
legislation has failed dismally insofar as its alleged objective of making the internet safer
for children is concerned. It has, however, resulted in Australian adults self-censoring
their speech more than required in offline publications in Australia or paying overseas,
instead of Australian, Internet Service Providers/Content Hosts to host their web pages.
The restrictions on Australian sites send Australian money offshore because Australian
adults visit overseas sites to access content equivalent to material that adults can legally
purchase offline in Australia, including material that is legally sold in unrestricted
magazines (Electronic Frontiers Australia Inc., n.d.)

3. Internet safety software solutions- Currently, there are a number of internet safety
software solutions such as cyber patrol, cyber sentinel and net nanny available for a fee or
as part of a package that ISPs offer to their subscribers. Internet filter software allows the
user to control content displayed, block websites and set up passwords. Some of such
software solutions available also include the following tools:

«  Time limiting — Allows parents or guardians to set limits on how much time a
child spends on the computer or online. The time-limiting software can also be
used to set the time of day children can go online or use the computer.

«  Blocking of outgoing content - Prevent kids from revealing personal
information--
such as gender, name, address and phone number--to strangers.

»  Monitoring tools — Monitoring tools inform adults about a child's online activity
without necessarily limiting access. Some of these tools simply record the
addresses of web sites that a child has visited. Others provide a warning message
to a child if he/she visits an inappropriate site. Monitoring tools can be used with
or without the knowledge of the child. (GetNetWise, n.d.)

However, some of us are also fully aware that simple filters are easily outsmarted by
merchants of offensive content and that the cost of filtering is passed on the subscribers.
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Morerever, it is thougth that such an expensive scheme would not necessarily solve the
problem and small to medium ISPs would simply be driven out of business for little or no
benefit. It would be interesting to know how effective internet software solutions are and
whether their benefit extends to other vulnerable groups.

Another crucial question to ask in relation to the use of internet filters is the danger of
using the information that passes through the filters for political arrest and prosecution.
Because of experiences in some countries where governments are repressive, human
rights advocates have reason to doubt the use of such filtering mechanisms.

4. Role of network operators in content regulation - This was raised by Carlos Alfonso,
Director of Planning, Information Network for the Third Sector (Rits), Brazil during the
session on openness at the IGF. He expressed concern that the ICT community is not
discussing the responsibility of network operators. According to him, network operators
are “filling the gap in terms of regulation--they are starting to regulate themselves and...
block any kind of streaming traffic they decide should be blocked. They are practically
deciding on what content should and should not be put online. ...they are practicing their
own regulation but this does not mean they are doing it for the good of the user
community, but for their own interests. Like blocking or slowing volIP traffic coming
from a volP service which is not theirs. Or slowing peer-to-peer packets, or even packets
of another company's streaming service. ...in other words, taking for themselves the
power which should be only in the hands of law enforcers.”

5. Linking current discussions on ICTs to the ‘mainstream” women’s movement - Violence
against women and children online remains to be the most effective handle to introduce
gender and ICT issues to the women’s movement, to the broader social movement, to
governments, to intergovernmental agencies, and other social actors concerned about
women’s issues. Many social actors still regard the new ICTs as a technical area that does
not concern most women and therefore gender and ICT advocates need to use an entry
point that other social actors or stakeholders can identify with. At the same time, gender
and ICT advocactes need to link up and build solidarity with those in the mainstream of
the women’s movement and should be ready to make reference to current researches on
women that cite the importance of ICTs. For example, the recent UN Secretary General’s
in-depth study on all forms of violence against women recognized that “new technologies
may generate new forms of violence such as Internet or mobile telephone stalking.”
Moreover, it also stated that use of such technologies “can be a good practice to
disseminate information widely and allow interaction between stakeholders in various
locations.”

The “Take back the Tech” campaign is one good practice in linking ICTs to a key
women’s issue and making it central in women’s movement discourse. Since it is an echo
of the powerful 'Take back the Night' call, it is easy for women in the movement and
those that took part in the 'Take back the Night' campaign to understand and relate to it.
This would also make it easy for many other women to support the 'Take back the Tech',
be part of it, and own it to the extent that they will organize their own campaigns
following this model.

The linkages between ICTs and other women’s issues must likewise be continuously

analyzed and discussed. This includes issues such as women with disabilities, sexual

rights, peace and security, and the girl child. Moreover, the discussions must build on
existing international instruments and agreements such as the Beijing Platform for

Association of Progressive Communications, Women's Networking Support Programme 6
www.genderIT.org


http://www.takebackthetech.net/

Action, WSIS Declaration and Plan of Action as well as those that originate from civil
society including the KnowHow 2002 and 2006 Declarations, the Seoul-Gyeonggi
Declaration and the Bangkok Declaration of the Women Empowering Communication
Conference.

Lastly, gender and ICT advocates also need to realize that even as we complain that ICTs
are not seen as one important issue by many women activists, we need to do some
homework ourselves. We need to be better organized. During the two phases of the
World Summit on the Information Society, a good number of women’s organizations
participated—not a great mass of women—but certainly more than the lonely bunch that
came to Athens. Those that have been working on media and communication issues for
decades were at least there. We even managed to form two gender networks. Why were
we not able to generate the same level of interest and energy for the IGF? If the reason is
resources, why didn’t we do collaborative fund raising as some gender advocates did
during the WSIS? Or why didn’t we pool our resources? If the reason is lack of interest in
a non-policy forum, why did we not educate our colleagues about the importance of a
non-policy forum to policy and decision-making in the future? Here, I would like to
quote Devaki Jain, a respected academic, economist, and activist: “The time has come for
us to ask OURSELVES - feminists/women's movement why? We need to analyze our
failure too.”
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